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[Unicode] 
Unicode=yes 
[Version] 
signature="$CHICAGO$" 
Revision=1 
[Profile Description] 
Description=Domain Settings for an environment with legacy clients.  
[System Access] 
MinimumPasswordAge = 1 
MaximumPasswordAge = 90 
MinimumPasswordLength = 10 
PasswordComplexity = 1 
PasswordHistorySize = 24 
LockoutBadCount = 3 
ResetLockoutCount = 15 
LockoutDuration = 15 
ForceLogoffWhenHourExpire = 1 
ClearTextPassword = 0 
LSAAnonymousNameLookup = 0 
EnableGuestAccount = 0 
[System Log] 
MaximumLogSize = 1024000 
AuditLogRetentionPeriod = 0 
RestrictGuestAccess = 1 
[Security Log] 
MaximumLogSize = 1024000 
AuditLogRetentionPeriod = 0 
RestrictGuestAccess = 1 
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[Application Log] 
MaximumLogSize = 1024000 
AuditLogRetentionPeriod = 0 
RestrictGuestAccess = 1 
 
[Event Audit] 
AuditSystemEvents = 3 
AuditLogonEvents = 3 
AuditObjectAccess = 2 
AuditPrivilegeUse = 2 
AuditPolicyChange = 3 
AuditAccountManage = 3 
AuditProcessTracking = 0 
AuditDSAccess = 0 
AuditAccountLogon = 3 
 
[Privilege Rights] 
seassignprimarytokenprivilege = *S-1-5-19,*S-1-5-20 
seauditprivilege = *S-1-5-19,*S-1-5-20 
sebatchlogonright = 
secreatepagefileprivilege = *S-1-5-32-544 
secreatepermanentprivilege = 
secreatetokenprivilege = 
sedebugprivilege = *S-1-5-32-544 
sedenybatchlogonright = *S-1-5-32-546,*S-1-5-21-1343024091-1214440339-682003330-1002 
sedenynetworklogonright = *S-1-5-21-1343024091-1214440339-682003330-1002,*S-1-5-32-546,*S-1-5-7 
sedenyremoteinteractivelogonright = *S-1-5-21-1343024091-1214440339-682003330-1002,*S-1-5-32-546 
seenabledelegationprivilege = 
seincreasebasepriorityprivilege = *S-1-5-32-544 
seincreasequotaprivilege = *S-1-5-32-544 
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seinteractivelogonright = *S-1-5-32-551,*S-1-5-32-544 
seloaddriverprivilege = *S-1-5-32-544 
selockmemoryprivilege = *S-1-5-32-544 
semanagevolumeprivilege = *S-1-5-32-544 
senetworklogonright = *S-1-5-32-551,*S-1-5-11,*S-1-5-32-544 
seprofilesingleprocessprivilege = *S-1-5-32-544 
seremoteinteractivelogonright = *S-1-5-32-544 
seremoteshutdownprivilege = *S-1-5-32-544 
serestoreprivilege = *S-1-5-32-544 
sesecurityprivilege = *S-1-5-32-544 
seshutdownprivilege = *S-1-5-32-544 
sesyncagentprivilege = 
sesystemenvironmentprivilege = *S-1-5-32-544 
sesystemprofileprivilege = *S-1-5-32-544 
sesystemtimeprivilege = *S-1-5-32-544 
setakeownershipprivilege = *S-1-5-32-544 
setcbprivilege = 
seundockprivilege = *S-1-5-32-544 
 
[File Security] 
"%ProgramFiles%\Support Pack",2,"D:PAR(A;OICI;FA;;;BA)(A;OICI;FA;;;SY)" 
"%SystemDrive%\Support",2,"D:PAR(A;OICI;FA;;;BA)(A;OICI;FA;;;SY)" 
"%SystemDrive%\cmdcons",2,"D:PAR(A;OICI;FA;;;BA)(A;OICI;FA;;;SY)" 
"%SystemRoot%\system32\regedt32.exe",2,"D:PAR(A;OICI;FA;;;BA)(A;OICI;FA;;;SY)" 
"%SystemRoot%\system32\dcpromo.exe",2,"D:PAR(A;OICI;FA;;;BA)(A;OICI;FA;;;SY)" 
"%SystemRoot%\repair",2,"D:PAR(A;OICI;FA;;;BA)(A;OICI;FA;;;SY)" 
"%SystemRoot%\regedit.exe",2,"D:PAR(A;OICI;FA;;;BA)(A;OICI;FA;;;SY)" 
"%SystemDrive%\CPQSYSTEM",2,"D:PAR(A;OICI;FA;;;BA)(A;OICIIO;FA;;;CO)(A;OICI;FA;;;SY)" 
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[Service General Setting] 
6to4,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
alerter,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
alg,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOC
RSDRCWDWO;;;WD)" 
appmgmt,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
appmgr,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
appmon,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
aspnet_state,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
audiosrv,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
binlsvc,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
bits,3,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOC
RSDRCWDWO;;;WD)" 
browser,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
certsvc,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
cisvc,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLO
CRSDRCWDWO;;;WD)" 
clipsrv,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
clussvc,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
comsysapp,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWP
DTLOCRSDRCWDWO;;;WD)" 
corrtsvc,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
cryptsvc,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
dfs,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
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dhcp,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLO
CRSDRCWDWO;;;WD)" 
dhcpserver,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
dmadmin,3,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
dmserver,3,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
dns,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
dnscache,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
elementmgr,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPW
PDTLOCRSDRCWDWO;;;WD)" 
ersvc,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLO
CRSDRCWDWO;;;WD)" 
eventlog,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
eventsystem,3,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPW
PDTLOCRSDRCWDWO;;;WD)" 
fax,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
groveler,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
helpsvc,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
hidserv,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
httpfilter,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
ias,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
iasjet,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLO
CRSDRCWDWO;;;WD)" 
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iisadmin,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
imapiservice,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPW
PDTLOCRSDRCWDWO;;;WD)" 
irmon,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
ismserv,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
kdc,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
lanmanserver,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRP
WPDTLOCRSDRCWDWO;;;WD)" 
lanmanworkstation,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCS
WRPWPDTLOCRSDRCWDWO;;;WD)" 
licenseservice,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
lmhosts,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
lpdsvc,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
macfile,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
macprint,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
messenger,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
mnmsrvc,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
mqds,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
mqtgsvc,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
msdtc,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
msftpsvc,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
msiserver,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
msmq,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
mssql$uddi,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
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mssqlserveradhelper,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLC
SWRPWPDTLOCRSDRCWDWO;;;WD)" 
netdde,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
netddedsdm,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPW
PDTLOCRSDRCWDWO;;;WD)" 
netlogon,2,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
netman,3,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
nla,3,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOC
RSDRCWDWO;;;WD)" 
nntpsvc,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
ntfrs,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
ntlmssp,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
ntmssvc,3,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
nwcworkstation,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
nwsapagent,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPW
PDTLOCRSDRCWDWO;;;WD)" 
plugplay,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
policyagent,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWP
DTLOCRSDRCWDWO;;;WD)" 
pop3svc,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
protectedstorage,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWR
PWPDTLOCRSDRCWDWO;;;WD)" 
rasauto,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
rasman,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
rdsessmgr,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
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remote_storage_server,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
remote_storage_user_link,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
remoteaccess,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRP
WPDTLOCRSDRCWDWO;;;WD)" 
remoteregistry,2,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
rpclocator,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
rpcss,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLO
CRSDRCWDWO;;;WD)" 
rsopprov,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
sacsvr,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
samss,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
scardsvr,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
schedule,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
seclogon,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
sens,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLO
CRSDRCWDWO;;;WD)" 
sharedaccess,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
shellhwdetection,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWR
PWPDTLOCRSDRCWDWO;;;WD)" 
simptcp,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
smtpsvc,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
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spooler,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
sqlagent$webdb,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWR
PWPDTLOCRSDRCWDWO;;;WD)" 
srvcsurg,3,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
stisvc,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLO
CRSDRCWDWO;;;WD)" 
swprv,3,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
sysmonlog,3,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWP
DTLOCRSDRCWDWO;;;WD)" 
tapisrv,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
termservice,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWP
DTLOCRSDRCWDWO;;;WD)" 
termservlicensing,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSW
RPWPDTLOCRSDRCWDWO;;;WD)" 
tftpd,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLO
CRSDRCWDWO;;;WD)" 
themes,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
tlntsvr,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
trksvr,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
trkwks,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
tssdis,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLO
CRSDRCWDWO;;;WD)" 
uploadmgr,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWP
DTLOCRSDRCWDWO;;;WD)" 
ups,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOC
RSDRCWDWO;;;WD)" 
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vds,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOC
RSDRCWDWO;;;WD)" 
vss,3,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOC
RSDRCWDWO;;;WD)" 
w32time,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDT
LOCRSDRCWDWO;;;WD)" 
w3svc,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
webclient,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
windowssystemresourcemanager,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;F
A;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
winhttpautoproxysvc,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCS
WRPWPDTLOCRSDRCWDWO;;;WD)" 
winmgmt,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
wins,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLO
CRSDRCWDWO;;;WD)" 
wmdmpmsn,4,"D:(A;;CCLCSWLOCRRC;;;IU)(A;;GA;;;BA)(A;;GA;;;SY)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
wmi,3,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOC
RSDRCWDWO;;;WD)" 
wmiapsrv,3,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
wmserver,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
wuauserv,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPD
TLOCRSDRCWDWO;;;WD)" 
wzcsvc,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTL
OCRSDRCWDWO;;;WD)" 
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[Registry Values] 
machine\software\microsoft\driver signing\policy=3,1 
machine\software\microsoft\windows nt\currentversion\setup\recoveryconsole\securitylevel=4,0 
machine\software\microsoft\windows nt\currentversion\setup\recoveryconsole\setcommand=4,1 
machine\software\microsoft\windows nt\currentversion\winlogon\allocatecdroms=1,"1" 
machine\software\microsoft\windows nt\currentversion\winlogon\allocatedasd=1,"0" 
machine\software\microsoft\windows nt\currentversion\winlogon\allocatefloppies=1,"1" 
machine\software\microsoft\windows nt\currentversion\winlogon\cachedlogonscount=1,"0" 
machine\software\microsoft\windows nt\currentversion\winlogon\forceunlocklogon=4,1 
machine\software\microsoft\windows nt\currentversion\winlogon\passwordexpirywarning=4,14 
machine\software\microsoft\windows nt\currentversion\winlogon\scremoveoption=1,"1" 
machine\software\microsoft\windows\currentversion\policies\explorer\nodrivetypeautorun=4,255 
machine\software\microsoft\windows\currentversion\policies\system\disablecad=4,0 
machine\software\microsoft\windows\currentversion\policies\system\dontdisplaylastusername=4,1 
machine\software\microsoft\windows\currentversion\policies\system\legalnoticecaption=1,"US DEPARTMENT OF DEFENSE WARNING STATEMENT" 
machine\software\microsoft\windows\currentversion\policies\system\legalnoticetext=7,This is a DOD computer system.  Before processing classified information"," check the security 
accreditation level of this system.  Do not process"," store"," or transmit information classified above the accreditation level of this system. This computer system"," including all related 
equipment"," networks and network devices (includes Internet access) are provided only for authorized U.S. Government use.,DOD computer systems may be monitored for all lawful 
purposes"," including to ensure their use is authorized"," for management of the system"," to facilitate protection against unauthorized access"," and to verify security procedures"," 
survivability"," and operational security.  Monitoring includes"," but is not limited to"," active attacks by authorized DOD entities to test or verify the security of this system.  During 
monitoring"," information may be examined"," recorded"," copied and used for authorized purposes.,All information"," including personal information"," placed on or sent over this 
system may be monitored.  Use of this DOD computer system"," authorized or unauthorized"," constitutes consent to monitoring.  Unauthorized use of this DOD computer system may 
subject you to criminal prosecution.  Evidence of unauthorized use collected during monitoring may be used for administrative"," criminal or other adverse action.  Use of this system 
constitutes consent to monitoring for all lawful purposes. 
machine\software\microsoft\windows\currentversion\policies\system\shutdownwithoutlogon=4,0 
machine\software\microsoft\windows\currentversion\policies\system\undockwithoutlogon=4,0 
machine\software\policies\microsoft\cryptography\forcekeyprotection=4,2 
machine\system\currentcontrolset\control\filesystem\ntfsdisable8dot3namecreation=4,1 
machine\system\currentcontrolset\control\lsa\auditbaseobjects=4,0 
machine\system\currentcontrolset\control\lsa\crashonauditfail=4,0 
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machine\system\currentcontrolset\control\lsa\disabledomaincreds=4,1 
machine\system\currentcontrolset\control\lsa\everyoneincludesanonymous=4,0 
machine\system\currentcontrolset\control\lsa\fipsalgorithmpolicy=4,0 
machine\system\currentcontrolset\control\lsa\forceguest=4,0 
machine\system\currentcontrolset\control\lsa\fullprivilegeauditing=3,0 
machine\system\currentcontrolset\control\lsa\limitblankpassworduse=4,1 
machine\system\currentcontrolset\control\lsa\lmcompatibilitylevel=4,0 
machine\system\currentcontrolset\control\lsa\msv1_0\ntlmminclientsec=4,537395248 
machine\system\currentcontrolset\control\lsa\msv1_0\ntlmminserversec=4,537395248 
machine\system\currentcontrolset\control\lsa\nodefaultadminowner=4,1 
machine\system\currentcontrolset\control\lsa\nolmhash=4,1 
machine\system\currentcontrolset\control\lsa\restrictanonymous=4,1 
machine\system\currentcontrolset\control\lsa\restrictanonymoussam=4,1 
machine\system\currentcontrolset\control\lsa\submitcontrol=4,0 
machine\system\currentcontrolset\control\print\providers\lanman print services\servers\addprinterdrivers=4,1 
machine\system\currentcontrolset\control\securepipeservers\winreg\allowedexactpaths\machine=7,System\CurrentControlSet\Control\ProductOptions,System\CurrentControlSet\Contr
ol\Server Applications,Software\Microsoft\Windows NT\CurrentVersion 
machine\system\currentcontrolset\control\securepipeservers\winreg\allowedpaths\machine=7,Software\Microsoft\Windows NT\CurrentVersion\Print,Software\Microsoft\Windows 
NT\CurrentVersion\Windows,System\CurrentControlSet\Control\Print\Printers,System\CurrentControlSet\Services\Eventlog,Software\Microsoft\OLAP 
Server,System\CurrentControlSet\Control\ContentIndex,System\CurrentControlSet\Control\Terminal Server,System\CurrentControlSet\Control\Terminal 
Server\UserConfig,System\CurrentControlSet\Control\Terminal Server\DefaultUserConfiguration,Software\Microsoft\Windows 
NT\CurrentVersion\Perflib,System\CurrentControlSet\Services\SysmonLog 
machine\system\currentcontrolset\control\session manager\kernel\obcaseinsensitive=4,0 
machine\system\currentcontrolset\control\session manager\memory management\clearpagefileatshutdown=4,1 
machine\system\currentcontrolset\control\session manager\protectionmode=4,1 
machine\system\currentcontrolset\control\session manager\safedllsearchmode=4,1 
machine\system\currentcontrolset\control\session manager\subsystems\optional=7, 
machine\system\currentcontrolset\control\sessionmanager\safedllsearchmode=4,1 
machine\system\currentcontrolset\services\afd\parameters\dynamicbackloggrowthdelta=4,10 
machine\system\currentcontrolset\services\afd\parameters\enabledynamicbacklog=4,1 
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machine\system\currentcontrolset\services\afd\parameters\maximumdynamicbacklog=4,20000 
machine\system\currentcontrolset\services\afd\parameters\minimumdynamicbacklog=4,20 
machine\system\currentcontrolset\services\eventlog\security\warninglevel=4,90 
machine\system\currentcontrolset\services\lanmanserver\parameters\autodisconnect=4,15 
machine\system\currentcontrolset\services\lanmanserver\parameters\enableforcedlogoff=4,1 
machine\system\currentcontrolset\services\lanmanserver\parameters\enablesecuritysignature=4,1 
machine\system\currentcontrolset\services\lanmanserver\parameters\nullsessionpipes=7,COMNAP,COMNODE,SQL\QUERY,SPOOLSS,LLSRPC,EPMAPPER,LOCATOR,TrkWks,Tr
kSvr 
machine\system\currentcontrolset\services\lanmanserver\parameters\nullsessionshares=7, 
machine\system\currentcontrolset\services\lanmanserver\parameters\requiresecuritysignature=4,1 
machine\system\currentcontrolset\services\lanmanserver\parameters\restrictnullsessaccess=4,1 
machine\system\currentcontrolset\services\lanmanworkstation\parameters\enableplaintextpassword=4,0 
machine\system\currentcontrolset\services\lanmanworkstation\parameters\enablesecuritysignature=4,1 
machine\system\currentcontrolset\services\lanmanworkstation\parameters\requiresecuritysignature=4,1 
machine\system\currentcontrolset\services\ldap\ldapclientintegrity=4,1 
machine\system\currentcontrolset\services\netbt\parameters\nonamereleaseondemand=4,1 
machine\system\currentcontrolset\services\netlogon\parameters\disablepasswordchange=4,0 
machine\system\currentcontrolset\services\netlogon\parameters\maximumpasswordage=4,30 
machine\system\currentcontrolset\services\netlogon\parameters\refusepasswordchange=4,0 
machine\system\currentcontrolset\services\netlogon\parameters\requiresignorseal=4,1 
machine\system\currentcontrolset\services\netlogon\parameters\requirestrongkey=4,1 
machine\system\currentcontrolset\services\netlogon\parameters\sealsecurechannel=4,1 
machine\system\currentcontrolset\services\netlogon\parameters\signsecurechannel=4,1 
machine\system\currentcontrolset\services\ntds\parameters\ldapserverintegrity=4,2 
machine\system\currentcontrolset\services\tcpip\parameters\disableipsourcerouting=4,2 
machine\system\currentcontrolset\services\tcpip\parameters\enabledeadgwdetect=4,0 
machine\system\currentcontrolset\services\tcpip\parameters\enableicmpredirect=4,0 
machine\system\currentcontrolset\services\tcpip\parameters\enablepmtudiscovery=4,0 
machine\system\currentcontrolset\services\tcpip\parameters\keepalivetime=4,300000 
machine\system\currentcontrolset\services\tcpip\parameters\performrouterdiscovery=4,0 
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machine\system\currentcontrolset\services\tcpip\parameters\synattackprotect=4,1 
machine\system\currentcontrolset\services\tcpip\parameters\tcpmaxconnectresponseretransmissions=4,2 
machine\system\currentcontrolset\services\tcpip\parameters\tcpmaxdataretransmissions=4,3 
machine\system\currentcontrolset\services\tcpip\parameters\tcpmaxportsexhausted=4,5 
machine\system\software\microsoft\windows nt\currentversion\winlogon\screensavergraceperiod=4,0 
machine\system\software\microsoft\windowsnt\currentversion\winlogon\screensavergraceperiod=4,0 


